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(BB 1—-X]
20254128168 XKENIST. AIVA/\—tE+1UFsOT 7w JL INISTIR 85961 EXEAR
REERARERAATRAT (NIST) (&, fEfAIZRZE(CBA T RzoDigit&E LT [Yr/\—-AITOT 7 JLEZE (NISTIR 859
6) | ZRARUTZ. ABE(EG. NISTOUA/N\—tF+a1 VT« ITL—ALD—2 (CSF 2.0) ZAIDEF(SERAL. AIBA(CHS /(-1
RONDMEREHEIBULEDTHD. HHNAIEBRETA/I—tF1 VT« BREEEESSE. URTZER LI L TEIRN(ICEAT
BT EEZIEIDHVNS D,
BAA RSA2E UTFD3DDOERMEEZ RSN TS,

(1) AIZRFTLADRE (Secure) : AIBA([CHSEAMEVE 1 UT « READIIT

(2) Alz5ER UTzBhiEl (Defend) : AlZZFBBWTH A/ \—B5iHlz@Ed D75%

(3) AIZBAUKEBADMR (Thwart) : ALICER T DFTIABRHNADIER
BRI R/TUyOOIAS MI4SEEZFTITESN. FEONLEERZE EIC2026F(CHETIRNMAMESN DI FETHD. mIZIR
TlE AIURTEBI L —AT—IIREMDNISTUY — R EDEESUEREENDREL /2D TS,

https://www.nist.gov/news-events/news/2025/12/draft-nist-guidelines-rethink-cybersecurity-ai-era

20265 1H228 > HKR—I, I—Sx> MRAIAFHINF AT —LD—O# AR

SIHR—IVIBIRBIEAT « ZRRT (IMDA) (3220, BEN(CEE - T893 -1 MAIOZE2REA SEROEZEN
EFDEENRANF DRI —LAD—D=FHERUR. KAEHE BEMN2020F(SHKRELEZ [AIHNFIEFTILIL—LD—T]
EREASRIEEDT, A /R—23a>fBEE R TEROmIIZBNE LTS,

I—>1> REIALG. BENQETENI RIS AT AL OB IC K D BEOERESZRIBN(CEHD—7H. WiMT—I\DT7 I
MEPRZFT D Z EIC K DERIBIFARAGRITEY. =5(C(F TEEME/\A 77X (NEICLDBEDERE) | EWOEHERURTZABLT
nd,

IMDAMMRRUTET L — AT —0(d LUFD [4DDE] (CEDE. BENEG - EROmMENS YR IZFIET S EafERELTn
Do

(1) DRIl LAEPRDIZFRERTE : FIAT— AT EICURTZTHEL. AIT—2 1> OB IR ER 2T RS THIR T
Do

(2) BkDHZANEDRES 1 EERIUS 32T D ARMDREERTO R ZHHAS BEEOFTTZREILT D,

(3) B> bO—ILETOER : S TVAUIILEHRZBUITMBENREZY U 2D, R=RXSA>FA N PO EBZH
K33,

(4) I>RI—Y-DBEFECERY . 1T -HEZEML. AIDEITOIRERMEROEH 2R (ICFHR T 5.

https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2026/new-model-ai-governa

nce-framework-for-agentic-ai



https://www.nist.gov/news-events/news/2025/12/draft-nist-guidelines-rethink-cybersecurity-ai-era
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2026/new-model-ai-governance-framework-for-agentic-ai
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2026/new-model-ai-governance-framework-for-agentic-ai
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2026%F2A3H HEWRFAJA—2 324, [ERAIRSEHEE2026] 2AK

FERZA I AR—2 32 8diE (DSIT) (F3H. SFAAL (GPAD) D659 VR EERBKEF EHE [ERAIZEIREE2026] =
NRUTE, A2 RTOAITZY MMCFEIIBEARSNIZREREE (G, BERUIEZRECERREEZNRIC. NAAISZXTLADENNERLS
TR R OFHEE TOER 7 IO—FZ2REL TS, AEF. EU. OECD, EiEZEO30EMU EMSHBENZ100&B0D
BFIR(CLDEE=NTWLS.

RR(CEE T DRAALCDNTIE. BERMERNTIETHD 7. BRI ITTREIDRE, BHICHREI—EN R 5ND RaishE
LT3, &5(C. RO —TTz40. B/\—RE. SHREEBROEHREVORURICNR. ABOEBEEHETF IR
DIENE EDHEMFZENHER SN TND BN TND, MR EZERGERLTVDIEDOD, TERPBLECERTDTHDIE
P, A-T2EFILOYRINKENREHEHE, SEBNLHEHEHSDARDOL S UT 2 N RTH D LiEm DT,

https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026

https://internationalaisafetyreport.org/

2026%3H138 S8HEHNAI/MLBISAFI—>DEF1UF+ ([CETIHEAHA Y AEAR

BFY - AN\ —Fa1UFTrZ>H— (CCCS) ZEXEHEEL T, M. BAR Za1—>—32 R BE. S2HR—)L. =E.
KEDSHEDHA/)\—tzF1 U« #EAN, Al (ATAIEE) SLUML (BHFE) 0TS FI—>(ICHIIRAH AT RZN
xUlz. BHAYXE B#EPAIEMEEATBRCHTSAFIT—> L TECS IMEHEEBHEL, BURUXUBEKZELD
TeHDIEHZRTEDTH D,

HAFTLATE IMET =5, EFI)IL. VI RIITSATSUREDT — R)\—F 1 BROIZR—R MIBOYRIZERIC
mO_EFTWD, BRI, T—FRA X2 (AIAN - R - )Ny I RPRE) [CLBETILDER, BESHDIETILORA.
IFS AT SUDKESEHRENFETFSNTND, AIY —)LEEBNEOR LCHFSI 23—, EENRTDRBTSAF -2 (FRZ
BEF21UTAURDZERE5TEESELTND, BARZET8HEDHEEBE(E. A/MLEF1 VT« HERIQEBERERE S U TR
HENTNBZLEZRTEDTH D,

https://www.cyber.gc.ca/en/news-events/joint-guidance-supply-chain-risks-mitigations-artificial-intelligence-machine-lear

ning

https://www.cyber.gov.au/business-government/secure-design/artificial-intelligence/artificial-intelligence-and-machine-lea

rning-supply-chain-risks-and-mitigations

202654A8H =EINCSC. 2027f[CHITIzAIZRFHIL /R— hE AR

FEERY/N\—tF21 VT2~ (NCSC) (& [Alto 20271 LEURBEFHMEZARL. ATZER LT/ —KENEmS
2EFEMTREDEES AT ANDYRTZEZU<BHDEES U,

U T (&, BED7OS—HAIZZAWTHREDBEME - 8EAL - BROXMEZERIRLDDH2—7. BHMUEMOADEREEN (C(ERER
BE (TZHILTINAR) BMEFNTED. COIRGINEE (> TS OIS EILASE D SERHL TS, ERIIER IS —
PSIHADITIIN-TMER - T w2 - VDT TRHRECAIZI TITERLTWSZ &, FRAIT-2 1> hOBENRY
AN —EADISANRENRBRRICIZD DDHD I RSNz, NCSCEHEMICT L. AlEFa1 VT ADRENMEL, ADERD
BAHEEE DR EZIRSH DT DEARIIFREHE L DL DL TS,

https://www.ncsc.gov.uk/news/ai-to-2027-threat-assessment



https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026
https://internationalaisafetyreport.org/
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1-c) I—>x> FAIRKICHBITDRHRDIES S

I—>x> bAIRDOREERE, BFOSA/N\—tF1 VT AREMKILL TESBBNRFHRICEE L ZB DIaHT
WD, FREHVRELE, KENISTH2026F48 (CARUIZEZRMSSMHT —5/X—X (NVD) OI>UwFA> MER
DORBRELUTHD. CVEIRBEMAEIZ2020FEM152025FD5FMBT263%IEIML. 2026F5E 1A A THRIER
BALE THIBEPEDR—ZATHE L TLVD, NISTIERHEETI> Vv F A MEMEL. CISAOKEVASYOTEE. EHHB
BAHMERY I D177, EO 14028W EHR T DEEY J hI T VDVINHTEE T DCVEZEBR T IARANEERZ
Lz,

ENENCHIR. KOBENRZILE U TEEINE(E, ARESEET /L (LLM) ZRVZHESEEFRROAISET
H3. 2026548, Anthropictt(dH-r/\—tF1 U5+ FR(CHEHE UT2REAES )L [Claude Mythos] =tz
T+ B - fERm (CPBREARM L. OpenAl#tERIFHA(C [GPT-5.4-Cyber] DIRERMZMIALIZ. CNSDEE
AIEFTILIE, BfEMUIDMESSMRRERIE(CIRSE D —7A. WEBAICKDEBDENERDIREEERET DSEDTH
D, CVERHHHBOSEDEMERE L TEHERMEINTNSD., 25FEF TCOSMENMNEE(CARIZ 2 =5 LBENML
YV—I)LDILFICLDEDTHDEH. LLMIC K DMEMERRDOABILIE. RREEZDEDDHTZEZX DEREMENSD
Do

NISTRAZ> Uy FA> MEADRELZRERS SNLCEEODER(CIFIAE - FEOFIHNEH DN, KOKREM(C
(&, EPRDAFICIDMEHIHIBROBEEELND, OA/\—EF 21U NEFEICHIZ> THEOFHEE LTS
BB, AIKDOEN - REMENICEL D THRIZULRLKIBRDDDHDEBADIENTE DRSS, ERORHRDIES
(3. FREE. HEREE., 12372 MRAIEEE. BEBEVOEBRCHVWTESEIBIE LT IN. EOLDRTHE
&I DMNI2026FELUBFOEERHRLEIRDILES D,

[BB-1—-X]

2026%4H158 KEINIST. CVERHHMOIIEEZIINVDOMEEET>UY FA> MEREXIEREL

KEESAZESSMAATEAT (NIST) (&, EZMESSET—4/X—2X (NVD : National Vulnerability Database) OER5Et7ZEKIRICEE
Uy URIR=ZD KNI T —SEFTILABITT D EZFER U, CVE (FLBMEISIHERERITF) DREAE 202090520250/ (C
263%IENN L. NISTH 20254 (CALIE LT=CVE(F4732,000/F(CDFD N, IBIIREADMENRFRIE U ENERICHD.

A TE. CISADBRANEAMESSE (KEV : Known Exploited Vulnerabilities Catalog) (CI8#, SN /zCVERZENS1EZERAMURIC
REETI>UYF A K~ (CVSSRIOTHH5 - CPEIBIRENE) 93, RIGEMBAHMERY J b 7H XUKFER140280 EE
IRIEEY I NITTDCVEZEHRT D, CNSOEEZHIZS/RANCVER [RIEELE ] ([CHFESN. BIEOUIR(EITHIRN, F
12202638 1HEID/\W UOJCVEIE [RRATZa1—IL] AFTVUICEITTD.

AZE (FHED) Cy FEEIBATI T O TR ICEEFE T D, NVDDIUwF A MNRF U THRESSHESEY — )L 28R L T35
B KEVBXUCVEREHE (CNA) DRI 2 X7 U I DSRI(CEITI DT EMHEREEND ., BERNRIDCVEIC DN TIFERE
TIDUYFAY NZERTED,

https://www.nist.gov/news-events/news/2026/04/nist-updates-nvd-operations-address-record-cve-growth
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https://www.securityweek.com/nist-prioritizes-nvd-enrichment-for-cves-in-cisa-kev-critical-software/

202654878 Anthropic. RHIAIEF)L [Claude Mythos] ZH A /N\—tF1 V51 BAR(CIRELEH
KEDAIEZEANthropicld. EHOESET)LClaudedREFESIL [Mythos] OF L Ea1—rERERERUZ. BETILIEEERAN
L=+ 202 RF A DTTTSTH - VI MO FPEMRIC, BAICKANOEACOT 1 SHHEZHTHRETCEENICER TS
BENZRS. ZOHICIF27FFICHBMEIEEESEND. AnthropiclFBRUXOZEREL. —MRAEZRIXD. Amazon. Apple.
Cisco. CrowdStrike. Microsoft, Palo Alto Networks, LinuxBiEI&EdD70 /O — - H4/)\—tF+1 U« (BEA0HBESTIRE
= b —DHICIRMT DA =EHE Tz,

[EBF(C [Project Glasswing! ZJA81L. Mythos PreviewZER U CTHFRDEEY I NI T 71> T S0F1 U5+ @{bICERD A
OAEtZERUIZ, AnthropicldBA 7O 10 MIRAVERIL (#I155@M) AHOFIBIL >y hE4007 RIL (#6482,00075H)
DA—=T V=R F1 UFT A HEHAOFLZILE T D, AMEOHSHA > )0 MIKRE L, KUBRERKEDEFEHEESS (F
RB) BERNMAFIRITCEOLAIETILNE ST HA/N\—URTZRHE T DIGNHITSNZEE/RESN TS,

https://red.anthropic.com/2026/mythos-preview/

https://www.anthropic.com/glasswing

https://techcrunch.com/2026/04/07/anthropic-mythos-ai-model-preview-security/

2) RSO TBUEY A\ —BERDBRE

2026438, B NS TBUET COMRY A\ —HIENARENC, FE - 45> - ILBABEAOBRERIADH
5. ERRHOEBIEE. ENEEES, RE X bOBIREWSAEEN RSN ERIERDEMKEICDNT
(FRENTH D LEDHEEDD. —75. FEHENRIAEMEE. 25FE 28 U TREN(CRESN TS LHEMR E DR
BHEEEV. KEITE. 25FEDOREY A /N\—BEROBEZ, FIEREEOMN ERIFHE, HIT@wmBENDS3D0
BANSRBET D,

2-a) HIEEEOHE)

25FE (G, INFTREDSA/N\—tF1 U5« BEREEZE > TEHIE - BfRIERE )\ hiu Tz,

KEYA/N—tFa1 U7 - HRBEBLERIEFT (CISA) [CDWVWTIF. 2026FEFEEKRTHI4E9,5007 RJL (Bl
FELFI17%) DOHIBD RSN, 1,300 AFRRD A BHIRETZ (FRIRMNEMSN D REBEL 2Dz, 20256108
([C(E N - HABAT,. REGE. HE/N\— - EOEEA > I TRHEZE O TESRAT— /RIS —&E#EEF (Stak
eholder Engagement Division) #I95 ADZFEENREINZ. BEEME. EARADERAE EFEE & DERELD
MH CEERLHEZRIZUTELEDOTH D, INSEBEDMGEANDOBRINMERHEIN TS,

KEFBACHBWTIE 2022F (I sNeH - /\—ZE/] - T4 JLIERE (Bureau of Cyberspace and Digital Pol
icy) DR ENz. ERDA /-G H0REH LT, O0/\—FPA#IO0—/ULT A —S A (Global Forum on
Cyber Expertise. GFCE) . A>5- > BHmiES (Online Freedom Coalition) . R/ \rTUw REREXIREZ> 5 —

(European Centre of Excellence for Countering Hybrid Threats) Eh'SDERX BRI RESN TS,


https://www.securityweek.com/nist-prioritizes-nvd-enrichment-for-cves-in-cisa-kev-critical-software/
https://red.anthropic.com/2026/mythos-preview/
https://www.anthropic.com/glasswing
https://techcrunch.com/2026/04/07/anthropic-mythos-ai-model-preview-security/
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FHETE. [BEEA2ISOREODUAI/I\—122 52 MiEE] (CIRCIA) ([CEDSEBRAIOAMA. 2026
F5RLUEICBEZRAENL (2026F3A%R) . EEACISEEED I T2 MREEBILIE. 24FERRTRE
BN SN TOEEERROOEDTH D, TOBERRBTISY—DI>TSA 72 XEEICHITDRERIEEL
THEBEL TLVD,

[BIB-1—X]
2025%6A6H ¥(EKRTA M\DR. BFRUA/N\—EF1 U1 BlgE—EHEET DIARARELR
KERTA M\DR(FE hSOTKERENCRABRBEDCEEL L. BRY/N\—tF21 VT Dt zBEN &I DEESNIHERD
HRF CBEDOKRBEDO—EMEEZITD ERKRUIZ. SHNENSOHA/N\—BELNSDREZERY N\ —Z2EEBEROFREL. &
EINEAMIEITOME EHENEZBUBHENOR LZ2BEY, MX T, BEDOKFER136945 () \NWHiHE) $L£0U141445 (X
A7 BUE) (CEFENDTA/N—BERORBEL SAEEZITV., 1 INR—2 I ABVEDA v -7 LTS,
BHN(C(F. FEBESBUFRITOEDIIAEZAD & TONT — EXDRIEZIEN IHE L RDEEN S, HXIDDOMRNSARE
BRZBNIDREZEALTCND, Fz. AIMACEIZIESREZ MR »5 MEHEEER] AEEERL. A>T 2VHRHIICELSD
SHROBEROREPMIEFORS 2RI DHmN@RASINZ. =50, RERBOI>DE1— N —FFO0F v (CEDBERY
AIN—BEADEZ E LT, RAMEFIES (Post-Quantum Cryptography : PQC) MEAZZETICHUTIERLE, CNICK
D, EFTERRICHSITIESHREMORREEET L TND,
COMICE. HAN\—tF1UFT BEROERZBN & UIERMMEBDHBETEDIAATE D, BROEF1 U BEDRBELS
FEHIE EDEEHDRIERBAT L/2D> TS,

https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecuri

ty-and-amending-executive-order-13694-and-executive-order-14144/

https://www.whitehouse.gov/fact-sheets/2025/06/fact-sheet-president-donald-j-trump-reprioritizes-cybersecurity-efforts-

to-protect-america/

2026£3A3H KEICISA. CIRCIAREMAIDATZE 2026458 LUFE(CERA

KEYA/N\—tFa1UFr - HSERTRERET (CISA) (F. BB ITEEE(CHAN—A227> bOREZEHGITD [H
AI\—1>>5> NREE]  (Cyber Incident Reporting for Critical Infrastructure Act: CIRCIA) M&FARAIIC DT, #1202
SFIRZFEL TV AR E2026F 5B LR (SEEA L 2, 1REMRA(CH U THBEHORBRRAFE SN, [HWHRFEEE] OEED
LEE R{HEHAN—A>22F > N OHBIICETIERNSORFENERER TH D,

BAYRAIT(E, WRBEEHITA/N\—a 225> MREENS72HBMNICCISANRE L. BREDTIANC DN TIF 24 BUACE
HMIBDTENKRDEND, WMEC(EFAMIEER. RETICRONE, FALTA > EHADFE, BRSNS KWEEOH
ity - %4ty - FIE (TTPs) . REER (IoC) . BIPHYPEBDORHENNE L/2D. CISADDICENIE, FIEEEDH THIZHDE
FEENMMRICEFENDIRAHFTH D, ERNSFZDLEHS ([CHERINARESNTND, 3B, BUFS vy MO DRET202653~4
AECFESNTCVWZERERS (§T2/R—)L) BN TNS,

https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastruct

ure-act-2022-circia

https://www.dwt.com/blogs/privacy--security-law-blog/2026/02/cisa-seeks-input-cybersecurity-reporting-rules



https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/
https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/
https://www.whitehouse.gov/fact-sheets/2025/06/fact-sheet-president-donald-j-trump-reprioritizes-cybersecurity-efforts-to-protect-america/
https://www.whitehouse.gov/fact-sheets/2025/06/fact-sheet-president-donald-j-trump-reprioritizes-cybersecurity-efforts-to-protect-america/
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
https://www.dwt.com/blogs/privacy--security-law-blog/2026/02/cisa-seeks-input-cybersecurity-reporting-rules
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2-b) ERIRIHR R

—7AT. NSTBRENKERORIE - FEIEZER U D IohEskt>, $BUE T CEHEFSNIZRMBA BFET Do

INAF RTAHENBEER] (2025%18) (CBRAUIZEO 14144 [EROBA/N\—tF1UFT 1 (CBITDA I R—
23> Db SABECR T DAMMBES] (. 2026F4ARREGEEI SN TR, FEOE. 2030FFTOMEFIES
ANDOIAT. R AE D AJgER Y )\ —tF 21 UF ¢ RAEDERFBEL. AIEEOYA/\—BHE/ /Oy NTOJSLE%R
HEITDEDTHD., TORBFERODRR M2 FIESBITRAISEOZRR & GERT D,

MITRE#MER T DCVET OIS AICDNTI(E, 2025548 [CCISANESEE Ok RER Uiz, FARKIIC. KE—E
DFEBE(CTF I DRITOERAKSIZR T D 2B E UTECVEMBIDENIBRER SNz, MESSHEHITFI0I >
LEWDSERIT 1) \—BHEIDOEMHEEECDWVTI(E. ERW/RKEES DMt &, KEMKEN S DRSO ZE/mH
TITF D LEIRD TND. 138, KREFERMIAFN (NIST) (CKBNVDOI>UwFAZ MERDRELICDLY
TIEBEC [Z—21> PAIR(CH T DRHRDIESE ] DEICTHRNZESDTH D,

BREHiOESR= Tl 2026FE38 (CKERIBEHREEZE (ODNI) MAFKUE [2026FXBREHE] (CHBWT, HE -
Oz7 - 435> - NS ESHEFBT AN —BRI’ 5T —E LU TIEESNIZ. CISA. XKEBEERF (FBI) . KE
KEZPRERS (NSA) (CXBDTERBEI7IS— (Volt Typhoon. Salt TyphoonZ) NOZERIERFE. 202654
ADAS2RAPTICRDEEN > I SPLCHRE(CHT 2E5RAEISERE. FEERICH I DREEZDFAS (THE L TL
. TNBIE. 2026F38D S TEBR(CH T DI EAIFEBDRKEEET IEETH D,

[BIB-1—X]

2025%4A16H KCISA. CVEZ OV S ANDE&MGEEFRER CVEMERIZIC K DMIDEADIRSTE

KETA/N\—tF1 U7+ - HREBRTRRET (CISA) (d. MITREMMNMEE T DHES514IERT —4/X—X [CVE (Common Vulne
rabilities and Exposures) | OJSAICEALT. 11MABOZHERZRE Uiz, TNICEKD. CVETOT S LADFRKGEHIMERN
BREN., Y—EXDHh RSN RiEL Loz, BREUT. fIHO48158(CMITREEREE/ULR—LAKN. CVETOUS
LN\OEEHEIRUIN SR, EBEAFICENEEH I IRENHSNRNEEEITBIEHZCVERERNET LIz LT, B/
TFIUFTABEFREDZ < MESERFLTL.

CISALHIEBHE(FABADORT [CVETOTSARCISAOBEEETH D, YA/\—O0Z1 5« [CEO>TBDOTEE CTHD | L3
L. MITRE#t&DEDIEAZEBEHRLUIZEND, ERIABEOES(CRELU CEIMEEBERNEDN. CISAIFZTDRICDVWTOHSEE
BT TS,

CISAOFERETFATLU. CVEEBERDOEEA > /\—5(CK> TIFEFEAR ICVERIE (CVE Foundation) | MF&INFEFRSNIZ, CVE
BER(E. CVETOY S LADEENE—BIFOER(CMFL TVDZ EFRFOESR TH o> Iz &, CVEMFEIDIRTLIC K> THIZ
BN DIFHT AT ARSI\ > K= I T2 2 EZ2BIET S LTS, MEIDHERIE THDCVEEEDS > RJ 1 —ILRKF. C
VEZ OIS LADEE N ZBAL. ERNICEEINDIZ 125« FEOWMDMHEHTHDHEITD T EIzshDERDHAHTZ L5 LT,
A DAEHIZEOFMESEIASHNCENDFE.
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WEDFEKRZ SIS, MITREH(E. 5IEHEBT - CVERESR - tFa1 VT OZ2 570 LEE LTV FETHDIEOAT FLTW
2.

https://x.com/CISAgov/status/1912522040935850445

https://www.thecvefoundation.org/

https://therecord.media/cisa-extends-cve-program-contract-with-mitre

https://www.nextgov.com/cybersecurity/2025/04/mitre-backed-cyber-vulnerability-program-lose-funding-wednesday/404

585/

202653A26H KEFBFHREE. 2026FREBRHIEAR

KERIEHREEZE (ODNI) (F3A26H. KEHRI=Z1 =5+ (CKD [2026FXEREHE (Annual Threat Assessment) | Z2AFL
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2025%7H18H REINCSC. O3 FEFHRIHEEICK DR\ EEY —ILDEREIER

FENEEAER (GCHQ) BFDERYA/N\—tFa1UF >~ — (NCSC) (F. O FESHEARBREE (GRU) [CEITD/\v
N—EEEIAPT28(C KD R/ \AEENCEIEL T, BERNILI T TAUTHENTIC ANTICS] OfERZEMHERUIzERERU.
BNILIITVIEFEFA—INT A hEFNE L, BERT D EWEBEDOOD A > ESIERE LUFRE b~ > ZHML. WEEN R
BICEZT NI MCAREFITCRTEDREERD. INICEKD. HEBRORE IR INTEEDESN TS, NCSCE, A4H
ERFEOT AN\ —RREBD—IRTHDEMAS L. ERZERELEXNIFEZERALIZ. INERT. REBAFIGRUDEIBES
26165, 29155, 74455(CFiE 9 2182 DTIFES JFUME (CX L THIEZEFHEB Uiz,

https://www.ncsc.gov.uk/news/uk-call-out-russian-military-intelligence-use-espionage-tool

2026£1A19H ZHEINCSC, O3 7RIV 7T+ EX MCDDoSHEANERIFUDNT

FEERY/N\—tF21 VT >5— (NCSC) (&, O>T7FR/\U7+« ERX MEFIC KDY/ \—IELHIREHY (CRER#ZRN &
LTWBELTESEERUZ,. REDZ<(IDDoS (DEEY—EXRIFE) T, AHME, HA5EEGE, i, ERQEMREEC
BT DA SA - EXDELDREZBENELTND. CNSOFEBEOST - U510 FIERR EDHBIFIIER CFEUDUL
THD. NoName057(16)EELHEHRD/ \ U7« EX REFINESL TS EENSD. NCSClE, #wEDE <D REHNMN DK TH
=7, SHEMHEIREEN G AIREENSVNEIEHU. DDoSHER. >35> MISEHEIOE R, BIFREE & DEER(LEIFU
MFTVD,

https://www.ncsc.gov.uk/news/ncsc-issues-warning-over-hacktivist-groups-disrupting-uk-organisations-online-services

https://www.ncsc.gov.uk/news/pro-russia-hacktivist-activity-continues-to-target-uk-organisations

2026£E4A7H CISA/FBI/NSAZE., 1 SVRAPTICLDKEEA > ISADPLCHREICHT IEREBSEEHRER


https://www.nsb.gov.tw/en/#/%E5%85%AC%E5%91%8A%E8%B3%87%E8%A8%8A/%E6%96%B0%E8%81%9E%E7%A8%BF%E6%9A%A8%E6%96%B0%E8%81%9E%E5%8F%83%E8%80%83%E8%B3%87%E6%96%99/2026-01-04/Analysis%20on%20China%E2%80%99s%20Cyber%20Threats%20to%20Taiwan%E2%80%99s%20Critical%20Infrastructure%20in%202025
https://www.nsb.gov.tw/en/#/%E5%85%AC%E5%91%8A%E8%B3%87%E8%A8%8A/%E6%96%B0%E8%81%9E%E7%A8%BF%E6%9A%A8%E6%96%B0%E8%81%9E%E5%8F%83%E8%80%83%E8%B3%87%E6%96%99/2026-01-04/Analysis%20on%20China%E2%80%99s%20Cyber%20Threats%20to%20Taiwan%E2%80%99s%20Critical%20Infrastructure%20in%202025
https://www.nsb.gov.tw/en/#/%E5%85%AC%E5%91%8A%E8%B3%87%E8%A8%8A/%E6%96%B0%E8%81%9E%E7%A8%BF%E6%9A%A8%E6%96%B0%E8%81%9E%E5%8F%83%E8%80%83%E8%B3%87%E6%96%99/2026-01-04/Analysis%20on%20China%E2%80%99s%20Cyber%20Threats%20to%20Taiwan%E2%80%99s%20Critical%20Infrastructure%20in%202025
https://www.nsb.gov.tw/en/#/%E5%85%AC%E5%91%8A%E8%B3%87%E8%A8%8A/%E6%96%B0%E8%81%9E%E7%A8%BF%E6%9A%A8%E6%96%B0%E8%81%9E%E5%8F%83%E8%80%83%E8%B3%87%E6%96%99/2026-01-04/Analysis%20on%20China%E2%80%99s%20Cyber%20Threats%20to%20Taiwan%E2%80%99s%20Critical%20Infrastructure%20in%202025
https://www.ncsc.gov.uk/news/uk-partners-expose-russian-intelligence-campaign
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-141a
https://www.ncsc.gov.uk/news/uk-call-out-russian-military-intelligence-use-espionage-tool
https://www.ncsc.gov.uk/news/ncsc-issues-warning-over-hacktivist-groups-disrupting-uk-organisations-online-services
https://www.ncsc.gov.uk/news/pro-russia-hacktivist-activity-continues-to-target-uk-organisations
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KETAN—tFa1UF v - HRBEBRTDRET (CISA) . &EFEER (FBD . ERZ2RER (NSA)  IRIBRET (EPA) . T
FILF—E (DOE) . KUA/N—BH/\—EFEHEB (CNMF) (F. 5> Zanph@EB oY1/ (—EFEHE (IRGC-CEC) &B
B9 BAPT)L—= [CyberAv3ngers] (BIF5 : Shahid Kaveh Group. Storm-0784. UNC5691) ([CKBDKEBE > T SADYA
- (CRT 2aREIE (AA26-097A) ZNAFRUIZ,.

BOIL—F(EP2< E620265FE38AE. 1 >4 —3w NMESHARE(C 4D Rockwell Automation/Allen-Bradley& 00405 7)L0

Swo> hO—3 (PLC) ZEBAL. K& - BKUE, ITxRILF—. BUFESRZESOERO1> IS0 5—2iEN ([CHEZ R L
T3, BARNGFOEUTE, BIMLEDIPT R X &R U TPLCADARIE 7t X %470\, Dropbear SSHZFIM Uk 7R
C2F vV &ML, PLCTOS T b T 7A)LEIME A L. SCADA/HMIEIE ICEADHABZR RS BIAN'S, EEOHI#EOSY o
EEENBRUCREB(CES MR D EWSFENER SNC, —BIOEEEM T EEBE L CHBIIEANEC TN D,

BHBAE, > —Y NMIERSNZOT/ICST/\A RDRY ND—U5#t, LERFBEI (MFA) ORIE. 7 I 4L hEREIEROZE
B, REAR— hOEML, BREQRTICAOOJVERREZRZIOMEKRE U THEL TS,

https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a

https://www.ic3.gov/CSA/2026/260407.pdf

4) MEFES (PQC) BITZH L SRBDNIE

4FE (I KE - RE - RINOBUTHEE (C KL DMEFESAOBITSHEAHERNTHERSMN. 2030FEn 520354
AIRZDBRFE U CRIBER SEANQERNBBSNIATH Dz, 25FE(E. I3 U2 T5tEz
AIIRELDD. BUY—RBIOBREKNA AT A FHE. REERR(CH TR ETROF v v INafibenNicEE L
LTIEMIT5NS.

4-a) BT - MEISFOBITIETHOEMKE

KEEIZRERAMATRT (NIST) HEESEZMEFESIRE (FIPS 203, 204, 205) OARMUE., &E - #E(E
CNSIREOEARRREAERZNRE T DA T ADEBEEEDH TS,

20265 2R (C1F. FRMNMISBESHE (I —O/R—)L) DERMEERIEITOME FIESEIT(CH T BRI ITTIL —
LD—0NRUE, RRIMTELREA > I SZ2HRBRETDMUEMNTZEH. ERTEIT—-(CHFDIBITO-R
XY T DEBNRSBRRERDIEZBRUICEDTHD. Bl > T SERES T APEIMRFENBEREG|5EH%
=SB L. BITORIEN [INELAESE (harvest now, decrypt later) | B X U(CERES SHEEE U TRBES
IFENTEN,. COF-BEDHAFT2RAEUVTEMEESNIZRICERN DS,

2026F3R(CF KERZ2MRER (NSA) . RINMESE (ASD) F(CKDEMBEHERBEDOT/\—UXTICET
BEBFHREHAY O IANNNRESNZ, BEBEBER(CH T DMEFESHECEHNERN (CHRMEESNIZEDTHD.
FEHIRATLAOYAN—tF1 UF BERFEDO—REUTAEMITDZENTED,

202648 (&, NISTHIESHEIH#IZEIE (SP 800-56) NDOMEFESMIEDMETA#tERER LIz, #3RT0O
N )L ARDOMEFESICEFTEEARNRO— Ry THRENIZEDTH D, BFOSEIRERER - U GER

ENTVBDE DI RT LADOBATHRGT (CEENIATEERE T,


https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a
https://www.ic3.gov/CSA/2026/260407.pdf
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13285, KEEO 14144(32030FF CTOMEFHESA\DBATEZREL TH D, BTN TBIET CEREIZNTL
RORE KEDMEFIESEEROERIERNBIERAZRA THHFI TN TV IBRE U THRTE S,

[BB-1—X]

2026%1A21H I1—0O/R—)L. EHEERTICKRR NEFESBITOBRIBMTI IL—LAD—O&RR

FRINZEZAE (Europol) (F. FS-ISACS EHET, R MEFIES (PQC) NDBITEHEZRE T DIHODEHBIR T L—LD—2
BRERURL, FROEFIE1—-F(CLDESHERIAIADHRE UT, Y —EXDFHNRRI REFES (PQC) \DOBITZ
STEN (CESDH DO DRANEBRIBLMITFEZRRL TS,

ARIL—ALD—UTE. T—FOEEM, NFHEEHE, BENREERE(CED [EFURYT] & ERICHEREFR- - OX b~ - 41480
FHRE R T D [T D2 CTREEZRE T DA ZRUTWD, BEICEfAGER [/ —UJLwv b (&0
W) 1 JWHRELT, I\ AT Uy RIESOEAWLHRESOHHBR. 2NWebt —EXREDBR(LIRENFIRENTWND, BEIREE. EE
2% - HEDBA TR SN, ST AT AR TERRENHE NS ZRI CEZ2BNEL TS,

https://www.europol.europa.eu/media-press/newsroom/news/joint-report-outlines-practical-approach-to-prioritising-post

-quantum-cryptography-migration-in-financial-services

https://www.europol.europa.eu/cms/sites/default/files/documents/Post-quantum-cryptography-report. pdf

20264 3H248 KNSA - RASDE. {EHEREBEOYAN—URICHTIERRRL 1Y eFHEK

KERZEEES (NSA) EFIMESFE (ASD) OB+ /)\—tF1UFr 25— (ACSC) (F3H24H. K#EREBE (LEO SAT
COM) S AF LY )\—U R0 EABIHRICATDHEY 1/ \—tzF1 UFr1EHRS— b (CSI) [Securing space: Cyber security
for low earth orbit satellite communications] Z2XFUTz. HFSFHA/\—tF21UFr >4~ (CCCS) . EMFHT. Z1—
=S REFRYA/N\—tF21UFr >4~ (NCSC-NZ) BHEEKRICSIML TS,

A > X(FLEO SATCOMS X F L% (1) BEBEARTEBREINDIFHEIA>S M (2) Eflt>SH— - MER - F—hJx A -
A—YP—iRZzEOM EEIAT b (3) IV RI—H—#es - 7ITUT—> 3> TEBRSND IS —tI X b (4) BEU>
D - YISAFI—2D4TAS MCHEEL. TNTNOBEEERZARNCEEL TS, FHEENOYIET It RHIRE
WSEBDOHIRICIZ., SRR > ODTv 2 « RT—T 4 >0 - FERUIONFHREN TN D,

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4443075/nsa-and-asds-acsc-rel

ease-joint-guidance-on-leo-satcom-system-risks-and-mitigat/

https://media.defense.gov/2026/Mar/24/2003902673/-1/-1/0/SECURING%20SPACE%20CYBER%20SECURITY%20FOR%

20LOW%20EARTH%200RBIT%20SATELLITE%20COMMUNICATIONS.PDF

2026£4A17H KENIST. ESHHEIIHIZEIR (SP 800-56) [CPQCHIILMERETSEt

REEARERAAFPT (NIST) (&, IESHHET(CR I DHEEREDFRITIITY (SP @ Special Publication) 800-563'J —XMefT
FEtEFER Uz, 2025F7AICEMUIZ/NT Uy IIAS hOERZRF R, 3XEC DN THIGHHZRE U,

SP 800-56Ar3(FEHTRDAIE DS & L. HBAMHRIES (ECC) (CHITDXEEIRDHDREZART D & TSP 800-186 & DHIFRE
HOEEHZWHRT D, SP 800-56Br2(JIRFFRTIIEERL L. MXEOEHE(CSRIGHRZENIDITFEELITD. SP 800-56Cr
2(F28ET (Revision) &U. MEFIES (PQC) Rz RIBX LN T IUEA DX/ (KEM : Key Encapsulation Mechanism)


https://www.europol.europa.eu/media-press/newsroom/news/joint-report-outlines-practical-approach-to-prioritising-post-quantum-cryptography-migration-in-financial-services
https://www.europol.europa.eu/media-press/newsroom/news/joint-report-outlines-practical-approach-to-prioritising-post-quantum-cryptography-migration-in-financial-services
https://www.europol.europa.eu/cms/sites/default/files/documents/Post-quantum-cryptography-report.pdf
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4443075/nsa-and-asds-acsc-release-joint-guidance-on-leo-satcom-system-risks-and-mitigat/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4443075/nsa-and-asds-acsc-release-joint-guidance-on-leo-satcom-system-risks-and-mitigat/
https://media.defense.gov/2026/Mar/24/2003902673/-1/-1/0/SECURING%20SPACE%20CYBER%20SECURITY%20FOR%20LOW%20EARTH%20ORBIT%20SATELLITE%20COMMUNICATIONS.PDF
https://media.defense.gov/2026/Mar/24/2003902673/-1/-1/0/SECURING%20SPACE%20CYBER%20SECURITY%20FOR%20LOW%20EARTH%20ORBIT%20SATELLITE%20COMMUNICATIONS.PDF
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NS/SNHBEMEDEMHAHZHIZ(CHETTD. /\ ATV RHEWED T4 -y bERIEEH EEEZEN. KMACZES >
LB R T Y T TEERRT D. BEOPQCEITTEICHS VT, I TOTADREUNRELRDAREENDD.

https://csrc.nist.gov/News/2026/nist-to-revise-key-establishment-recommendations

4-b) EMHIERDIRIK EILRER

AT - MEEBIC K DBITIRHDOEMMEDED—7A. RETECSITDIMEFESEROIRVIR(CE RS RRENE D
TWD, 2025F5AKRADAARTE. EFERESEXRRICEAFHOREIDINS%(CEE I, FAEMRD69%H
ETFERZZRHUTVDICEMMNST [FRHIELTVDMMTEIL TULVRLY] EWVWDIREEICH D EDERMARE SN
Iz RMEATBORDF v Td. MEFHRESBITICHITDIEEREENFEES U TC2FETEB U Camitaniz.

COF v ITOBERICIE. BITTOCIDEMMENGD D, 24FE(CHENCSCOHAH > INERUIZED. BN
DT EAAY MISEFIDIRENRTTO—FARDOSNDIKISHBTEL TS, NISTORETIE. KRN
2026 (CBITZHIB UTZIHE TERRBIT(E2030FHBEETE I D EENTE D, BITORBREAZOEDOMN, #
SEOMBIFT I ERE TS DBERANDIGERREGZEETDEREMBRDDDHD.

25FERYHACIE. FAHAROMFER CEMETFESBITORMEMCFEE S X BIBETNE SN, 2026E3A 1k
U SNIZEHMORTRAR(CRNIE, RSAESOREF CHERRIEETE Y MI, ERBESINTLZ2,0005F51EHM
5100 U TAESIETIFSNDAREENREEINTND, EFIE1—F 1 2T OERIISHBZDEONFIEILE
NEDIFTEFRWS, BEBESNDFHEVYV-XORBEEDICHE T DMREME L THRRICET D,

—BDORFF v IREICHSVTIE MEFESOERMBIVRERENTITHICEDSNTLND, INSOFETERGE.
TSAF I -2 CBITBEEIRADMETEESMIEDERICHU D AHEENHD D, EREIPEOBITILROESNER
EUTSBEEERIFUTW ZENEEENS.

[BIB-1—X]

2026%3H318 NIST. SETHEBRIEOREUZRE——FiliFH CEQ-Dayrifl UZRIET 3R

KERERGTATIRT (NIST) (338, R MEFIES (PQC) BiTzRIEX. MMEIIHEIEARIZSP 800-562 ) —X3KDREBE L &R
FE UM, SP 800-56Ar3 (BEEWEIES ZAD/RT D1 XiEL) (FBMBIRIES (ECC) DXEEMRDHERZHGE LSP 800-186&
DESMZIER. SP 800-56Cr2 (HEWHE) [FAREHDENOTIUEANZZ L (KEM) WSOHRBHZEDHFHAF & — ERRSHE
BHTDKMAC (KeccakAwtz—F3R8F 01— R) ARZEBIT D. WINEIBS 77U 1 bz ZFACELVVEIG T, NIST(E2030
FELFCEFHII7ILT VXL EIBERE T 2758 &2 T TITRL TS,

TS UTAZ#E b DB E ST U T, 24l - TZTHEIN 5 EQ-Day s 1 A5 > DRifEl U= RE S DX ARV TREREINTL
%. Google Quantum AI (2025%58) (FRSA-2048f#5:(CHEIRquUbitEZE 1005KEIC. = RZ—MIceberg Quantum (20264
28) (FE5(C10/AFKEICEMHE. =5(CGoogle Quantum Al (2026%E38) (IMEMIBHRIES (256w NECDLP) %50/ qubitaRii
PMOEDUARCHEFRIRE R LTz, 2019 DHEERI2,00073qubit 5 1085R D TL00 DI T (CEMBENIZC & (C1rd. 3AB
DHXIFEE LOEEN S KRR ZIFAFHE L. [EEHEOTOHIIADHZ AT D E WV SHIFIDRVTIGZE D 2, RIFLTE
EFI>E1 - FEF~HHqubiBRRICE EED. BIBEOBH TIFRNEEND. UL UERXHRIESFEFEADETIE - qubit


https://csrc.nist.gov/News/2026/nist-to-revise-key-establishment-recommendations
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4

K

B - EERNEAL & W\ D TR LRI CRBFICEC TH D FPIRE [KBEEQT 27U FOMBEDH | EERFE

B

MHTLND,

https://csrc.nist.gov/News/2026/nist-to-revise-key-establishment-recommendations

https://thequantuminsider.com/2026/03/31/g-day-just-got-closer-three-papers-in-three-months-are-rewriting-the-quant

um-threat-timeline/

HE


https://csrc.nist.gov/News/2026/nist-to-revise-key-establishment-recommendations
https://thequantuminsider.com/2026/03/31/q-day-just-got-closer-three-papers-in-three-months-are-rewriting-the-quantum-threat-timeline/
https://thequantuminsider.com/2026/03/31/q-day-just-got-closer-three-papers-in-three-months-are-rewriting-the-quantum-threat-timeline/

