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Myth #1

Reality #1
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Myth #2

Reality #2
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Myth #3

Reality #3

R ——

Copyright©2020 NTT corp. All Rights Reserved.



You Need to Know . .. NTT (O

1. Progress at corporations are clear by the increase of
CSIRT Association membership, ISAC's, and also
initiatives by KeiDanRen (Japan Business Federation).
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FACT 1-1: Membership increase of NCA NTO

Membership (as of Aug.)

What is NCA? NCA membership
* NCA: Nippon CSIRT Association 400
350
* Founded in 2007 300
. o 250
* A not-for-profit organization to 500

support CSIRT launch and

collaboration among CSIRT's 150

100
50
0

2013 14 15 16 17 18 19
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FACT 1-2: ISAC’s in Japan

Established in

ISAC's

2002
2014
2016

2017

2018
2019

« Telecom ISAC
* Financials ISAC Japan

* ICT ISAC (expansion of Telecom ISAC)
« JFTC ISAC (Trading companies)

» Auto ISAC
» JE ISAC (Electric utilities)

 Transport ISAC (in preparation stage)
* H ISAC (Healthcare)

Copyright©2020 NTT corp. All Rights Reserved.



FACT 1-3: KeiDanRen*'s Management
Declaration (Mar 2018)

* Keidanren: Japan Business Federation

" Society 5.0 BEOYA ) \—tz41 UF 4 pEEp <Sidanren

H5WBE) - Eb - AT —FTDOEL S4E [Society 5.0 H'ER
#ifiE T —ATHRAEFRT DHR(CEAT, 1) —F21 U5 RELIEE

http://www.keidanren.or.jp/policy/2017/103_gaiyo.pdf
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You Need to Know . .. NTT (O

2. Efforts to enhance cyber resiliency at the SME level and
local business community levels are also being made.
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FACT 2: Efforts at local business NTT ©
communities

e Chubu Cyber Security Community (CCSC)
— 15 critical infrastructure and manufacturing companies
— Law enforcement, academia, and expert communities such as ISACA and
CISSP participate
« Nagoya Chamber of Commerce & Industry
— holds periodical seminars for local SMEs inviting expert companies as lecturers.

 Kansai SEC-net

— A community among industry, academia, and government

— Seminars for both experts and business management, best practice sharing,
and cyber exercises.

https://www.soumu.go.jp/main_content/000618360.pdf
https://www.kansai.meti.go.jp/2-7it/k-cybersecurity-network/20181017k-cybersecurity-network-top.html

https://www.ntt.co.jp/sc/media/NTTannual2019 j web lock.pdf Copyrlght©2020 NTT corp. All nghtS Reserved.



https://www.soumu.go.jp/main_content/000618360.pdf
https://www.kansai.meti.go.jp/2-7it/k-cybersecurity-network/20181017k-cybersecurity-network-top.html
https://www.ntt.co.jp/sc/media/NTTannual2019_j_web_lock.pdf

You Need to Know . .. NTT (O

3. Industries are adopting international frameworks and
guidelines, including reaching out to the global
communities.
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FACT 3-1: Adopting Frameworks by NIST ¥TO

Cybersecurity Frameworks NICE

 The Cross-sector Forum uses

* 33% of companies say they use NICE framework in developing
NIST CSF* Japan'’s cybersecurity talent
definition
« METI refers to NIST CSF in
its "Management Principles” * JNSA** refers to NICE framework
in its SecBok 2019 to define skill,
« Multiple workshops by NIST tasks, roles for capacity building

staff since 2014

* |PA “Survey on CISO and CSIRT of Corporations - 2017" (April, 2017)
**JNSA: Japan Network Security Association
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FACT 3-2: NACD'’s Cyber Risk
Management Handbook

NACD (National Association of
Corporate Directors) issued the
handbook in 2014 with support from
ISA (Internet Security Alliance).

KeiDanRen and ISA agreed that essence
of the Handbook in applicable in Japan,
despite difference of corporate
governance.

“Japan Edition” was issued in October
2019.
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FACT 3-3: International Joint Statements ATT©®
Recommendations by KeiDanRen*

« BDI (Germany) and Keidanren “Promotion of Data Utilization”
(October, 2018)

« B2B Tokyo Summit Joint Recommendations “Society 5.0 for SDGS”
(March, 2019)

 B7 Aix-en-Provence Summit Joint Statement “Inclusive, Sustainable
Economic Growth and Governance for the 21st Century (July, 2019)

« US-Japan Internet Economy Private Working Group Joint Statement
2019 (October, 2019)

* Keidanren: Japan Business Federation
Copyright©2020 NTT corp. All Rights Reserved.



You Need to Know . .. NTT (O

4. Global cybersecurity governance is becoming one of
the most pressing topics among major Japanese
companies
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FACT 4: Global Governance Becoming NTT ©

Pressing Topic
Cross-border M&8A's
(Number of transactions)

* Cross-border M&A's by Japanese
companies increased, but
cybersecurity of acquired
companies has not been 635 672
adequately managed ss7 560

777

) 499
e As threat environment becomes

global, attention to global
cybersecurity governance is
becoming a high priority

« Some companies appoint non-
Japanese as the global CISO

2013 14 15 16 17 18
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You Need to Know . .. NTT (O

5. Industry-driven innovative collaboration approaches
are generating interesting insights.
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FACT 5-1: JCIC NTT ©

Public ICT Industry

. Py \ __ Japan Cybersecurity
Innovation Committee

Financial Industry

A Hub for every initiative to achieve
sy, @ SE€CUTe and safe digitalized society

Critical Infrastructure
Provider
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FACT 5-2: Cross Sector Forum NTT ©
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http://www.mhi.co.jp/index.html
http://www.sumitomo-chem.co.jp/
http://www.tbsholdings.co.jp/index-j.html
http://www.tokyometro.jp/index.html
http://jr-central.co.jp/
http://www.jreast.co.jp/
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Thank you very much!



